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Acceptable Use Regulations:  
Regulations for the Use of IT Resources 
 
These regulations use a number of terms that are defined in section 3 below. 

1. Overview 
 
1.1  These Acceptable Use Regulations (AUR) are a statement of Users’ responsibilities with respect to IT 

Resources. Authorised System Administrators are granted additional powers and are subject to 
additional regulations.  

 
1.2  The University’s IT Resources are provided on condition that they are used for acceptable, authorised 

purposes only. The main purpose of these AUR is to encourage responsible use of IT Resources; to 
maximise the availability of IT Resources for legitimate purposes; and to minimise exposure to misuse 
from inside or outside the University.  

 
1.3  Use of the University’s IT Resources implies, and is conditional upon, acceptance of these AUR, for 

which a signature or acknowledgement of acceptance may be required on joining the University, and 
periodically thereafter. The lack of a signature or acknowledgement however does not exempt an 
individual from any obligation under these regulations.  

 
1.4  Failure to comply with these regulations could result in action under the University’s Disciplinary 

Procedures, withdrawal of privileges or withdrawal of access to IT Resources. Where a User is suspected 
of breaching these AUR a User’s account may be temporarily suspended until the conclusion of any 
university’s investigation or investigation by an external body e.g., police. Under certain circumstances, 
breaches of these AUR may result in criminal or civil sanctions. Where the University is of the opinion 
that the usage may constitute a criminal offence, the University shall refer the matter to the appropriate 
law enforcement agencies, and any other organisations whose regulations may have been breached. 
The University accepts no liability where such steps are taken. 

 
1.5 Bangor University reserves the right to recover from the User any costs (including legal costs) incurred 

as a result of their infringement. 

2. Scope 
 
These regulations apply to: 
 

• The use of IT Resources provided by, or for which access is facilitated by, Bangor University; 
 
• Any IT Resources owned by Bangor University, or IT Resources for which access has been 

facilitated by Bangor University; 
 

• The use of IT Resources owned by other bodies, access to which has been provided by Bangor 
University. In such cases, the regulations of both bodies apply. In the event of a conflict of the 
regulations, the more restrictive takes precedence. 

 
These AUR apply subject to and in addition to the law. Any infringement of these regulations may also be 
subject to penalties under civil or criminal law and such law may be invoked by Bangor University. Use of 
Bangor University’s IT Resources may be logged to permit the detection and investigation of infringement of 
Policies and UK law. 
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3. Definitions 
 
These AUR use a number of terms that are defined below: 
 
User/Users 
Any person or persons making use of the University’s IT Resources. This includes but is not limited to: 
 
• all Bangor University staff and students; and other authorised individuals, requiring IT Resources for 

furtherance of the University mission; 
• Members of the University Council, and Council Sub-Committees; 
• Individuals accessing the institution’s online services from off campus; 
• External partners, contractors and agents based on site and using Bangor University’s network, or offsite 

and accessing the institution’s systems; 
●     Tenants of the institution using the University’s computers, servers or network; 
●     Visitors using the institution’s WiFi; 
●     Students and staff from other institutions logging on using eduroam. 
 
Authorised Systems Administrator 
A member of staff who administers systems transmitting or holding information/data belonging to others. They 
are bound by legislation and are required to sign a declaration that they have read and understood the Charter 
for System and Network Administrators1 
 
Designated Authority 
The Designated Authority for IT Resources is whoever is responsible for their provision. Thus, in the case of 
centrally provided IT Resources, the Designated Authority will be the Director of Digital Services, Deputy 
Director or nominee and, in the case of departmentally provided IT Resources, it will be the Dean of the College, 
Head of School or Director of Professional Service concerned or their nominee. 
 
Abuse of IT Resources 
An abuse of the University’s IT Resources. Such abuses include but are not limited to: 
 

• Attempts to access or actions intended to facilitate access to computers, data, network equipment or 
information transmitted over the University network for which the individual is not authorised. 

• Unauthorised resale of data or services. 
• Attempts to damage or deny service from computer or network systems. 
• Attempts to monitor data on the network or to introduce spoofed packets, forge routing or switching 

information. 
• Deliberately scanning for or attempting to make use of any security bug or weakness.  
• Deliberately introducing any virus, worm, trojan horse, spyware or other such software into any IT 

Resources, or taking action to circumvent any precautions taken or prescribed by the University to 
prevent this. 

 
Information Technology Resources (IT Resources) 
For these AUR IT Resources are defined as: 
• IT equipment (e.g. computers, printers, university network wired and wireless, multi-function devices e.g. 

Sharp copier/printers) 
• Any information technology facilities or services provided by the university (e.g. computer rooms for 

student use, the network in halls of residence) 

 
1 https://community.jisc.ac.uk/library/janet-services-documentation/suggested-charter-system-administrators 
 

https://community.jisc.ac.uk/library/janet-services-documentation/suggested-charter-system-administrators
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• Software (e.g. Office365, Microsoft Word) 
• Communication/storage of information and any operation involving the manipulation, transmission or 

viewing of data by electronic means, within Bangor University, within the UK or internationally.  
• Any information captured through use of the university’s IT Resources, including but not limited to 

systems logs, CCTV recordings and card access logs 
• The University telephone system, which runs over the University network 
• Online Cloud based services such as Office365 or any other online resources 
• Accessing Bangor IT resources off campus via wireless, use of eduroam at other institutions etc. 

 
4. Acceptable Use 
 
4.1  University IT Resources, including an IT account, are provided for students to support their university 

education, for staff as part of their employment, and for other authorised individuals in furtherance of 
the University mission.  

 
The University shall not prevent Users from using the IT Resources for appropriate personal non-
commercial use, subject to adhering to the principles of these AUR. However, these AUR do not provide 
the Users with a formal right of access and such privileges may be revoked at any time. Where a 
potential User does not require access to IT Resources for the purposes of their employment or studies 
there shall be no obligation on the University to provide any IT Resources. 

 
4.2 University IT Resources shall be used in an approved, ethical and lawful manner to avoid loss or damage 

to University operations, image, or financial interests.  
 
4.3  Where the University’s IT Resources are being used to access other resources, any action deemed abuse 

by the regulations of that resource, or illegal under UK law, this will be regarded as abuse under these 
AUR. These AUR are taken to include the Joint Academic Network (JANET) Acceptable Use Policy (AUP)2 
and the terms of the various software and data licence schemes under which the University has agreed 
access, e.g. Microsoft 365.  

 
4.4 Use of IT facilities for non-institutional commercial purposes3 or for personal gain is not permitted.  

5. Conditions of Use 
 
Access to the University’s IT Resources is subject to the following conditions: 
 
5.1  Users undertake to comply with the provisions of all of the relevant Acts of Parliament, other relevant 

legislation and legal precedent. A list of relevant legislation is included in Appendix 1. The University 
reserves the right to take legal action against any User who causes it to be involved in legal proceedings 
as a result of use of the University’s IT Resources. Users shall indemnify the University for any loss or 
damage, whether direct or indirect, suffered or incurred as a consequence of actions prohibited by 
these AUR. 

 
5.2  IT Resources are provided entirely at the risk of Users. The University will not be liable for loss (including 

any loss of software, data or other computer functionality or any economic, consequential or indirect 
loss), damage (including damage to hardware, software or data) or inconvenience arising directly or 
indirectly from the use of the IT Resources. 

 
2 http://www.ja.net/company/policies/aup.html 
3 The University’s Policy on Consultancy should also be consulted. 

http://www.ja.net/company/policies/aup.html
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5.3 Use of the University’s IT Resources is provided for registered students and staff with a contract of 
employment. Any other persons having a legitimate role in the business of the university (e.g. visiting 
lecturers) may request a computer account via their College/School or Service. 

 
5.4 Users handling, accessing or storing personal, confidential or sensitive information, must take all 

reasonable steps to safeguard it and must observe the University’s Data Protection and Information 
Security policies and guidance. University managed mobile devices (e.g. laptops, tablets, smartphones, 
voice recorders) that are used to store or access personal, sensitive or confidential data, they must be 
encrypted. Personal devices must not be used to access or store such data. 

 
5.5  All Users of University IT Resources must ensure that any personal computer or device, for which they 

have responsibility and used for access to University data and services (wireless or wired), meets the 
following requirements: 
• Be currently supported by the manufacturer 
• Run a currently supported Operating System 

 
 
5.6  All individually allocated cards, usernames and passwords and other IT credentials are for the exclusive 

use of the individual to whom they are allocated. Passwords should not be divulged, even to Authorised 
System Administrators or Designated Authorities. Users are personally responsible and accountable for 
any use made of their accounts, logon IDs, passwords, passphrases, cards, PINs and tokens. Users must 
not use an obvious password or record them where there is any likelihood of anyone finding them. The 
University uses a Multi Factor Authentication system and users may need to use their own smart device 
to manage the authentication app/code (at no cost).Users who inadvertently disclose their IT account 
password must change their password immediately and notify the Digital Services’ Helpdesk on 
01248 388111 immediately4, to ensure remedial action can be taken to limit the widespread impact 
of such disclosure.   

 
5.7 Users accessing personal, sensitive or confidential information from off campus, must use a University 

owned and managed laptop connected to the University's network using the VPN service (contact the 
IT Helpdesk if you require VPN software on your university laptop) You must also be careful to avoid 
working in public locations where your screen can be seen. Advice on working remotely with 
protected information is available in the University’s Information Security Policy. 

 
5.8  Users must adhere to the terms and conditions of all licence agreements relating to IT Resources; these 

include software, data, equipment, services documentation and other goods. Observance of these 
Acceptable Use Regulations will normally meet such requirements. Where software is purchased by a 
user/department for use on University owned IT equipment, the specific provisions of the license must 
be complied with. 

 
5.9 In the use of IT Resources, Users shall have regard to the University’s Intellectual Property Policy and 

the intellectual property rights of third parties, especially when downloading, forwarding and using 
materials which are protected by copyright and/or contain branded materials. For example logos, 
pictures, text, video files, charts and/or icons. 

 
5.10 Users shall supply the key to any encrypted data they own held on University computer equipment or 

passed through University networks if requested to do so by the University. 
 

 
4 If outside helpdesk hours, email helpdesk@bangor.ac.uk 
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5.11 When University owned IT equipment (e.g. computers/tablets) is no longer required, it must be re-used 
or disposed of according to the IT Equipment Re-use and Disposal Policy. University software licenses 
and information/data must be removed, especially that which is considered personal or special 
category data under the Data Protection Act 2018. The policy ensures that IT Equipment is disposed of 
in line with current legislation and other University policies (e.g. the Waste Electrical and Electronic 
Equipment (WEEE) directive, the Data Protection Policy and the University’s Records Retention 
Schedule). 

 
5.12 The University’s email disclaimer shall appear on all emails sent from University email accounts. The 

disclaimer will appear as standard on emails sent from all Users accounts, and must not be altered or 
removed.  

 
5.13 University staff must adhere to Bangor University’s Social Media Policy. 
  
5.14 Users must ensure that they do not risk physically damaging the University’s infrastructure. 
 
5.15 Users should be aware that if they are using services that are hosted in a different part of the world, 

they may also be subject to foreign jurisdiction / laws.  
 
5.16 Users must ensure that the sending of personal data via email or over the internet is strictly necessary 

and in compliance with Data Protection legislation, including but not limited to the Data Protection Act 
2018 and the General Data Protection Regulation (GDPR). In considering whether to store or send 
confidential or sensitive information using the University’s IT Resources, Users should note the 
monitoring provisions of these AUR and also that all electronically stored information, including emails 
can be the subject of a request for information under the Freedom of Information Act 2000. Any matters 
which are confidential or sensitive, should be clearly marked as confidential (e.g. in the subject box of 
an email and encrypted), but it should be noted that this does not exempt the information from a Data 
Protection request or a Freedom of Information request. Further guidance can be found in the 
University’s Information Security Policy or by contacting the University’s Data Protection Officer5.  
Assistance on encrypting email can be sought from the IT Helpdesk. 

 
5.17 Where use of IT Resources would contravene these AUR, but use is required for legitimate university 

study or business (such as lawful research), Users should request a partial exemption of the relevant 
sections of these AUR from the relevant Head of School & Dean of College, and then obtain formal 
authorisation from the Head of Legal Services. If the contravening use relates to restricted websites 
then procedures for granting access are outlines in the University’s Web Filtering Policy. 

 
5.18 Users should be aware that the University has a statutory duty to prevent people from being drawn 

into terrorism (under the Counter-Terrorism and Security Act 2015 and the “Prevent Duty”).  The Duty 
requires the University, in the exercise of its functions, to have due regard to the need to prevent people 
from being drawn into terrorism. Users should not carry out any acts which could incite or promote 
extremism including, but not limited to, accessing websites or sharing material that might be associated 
with extremist or terrorist organisations. The University uses filtering technologies to block access to 
illegal content – see the University’s “Web Filtering Policy”. 

6 Prohibitions 
 
Users are prohibited from the following:  
 

 
5 Info-compliance@bangor.ac.uk  

mailto:Info-compliance@bangor.ac.uk
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6.1  Using IT Resources in any way that is fraudulent, offensive, obscene, racist, malicious, defamatory, 
libellous, abusive, pornographic, sexual, indecent, constitutes a criminal offence (directly or indirectly), 
or which promotes extremism / terrorism and / or could constitute grooming children or other crimes 
against minors. 

 
6.2  Using IT Resources in a way which is designed or is likely to cause harassment, bullying, annoyance, 

needless anxiety, inconvenience or upset to another or breaches confidentiality. 
 
6.3 Sending/posting unsolicited advertising, spam, sending e-mails/postings that purport to come from an 

individual other than the person actually sending the message (e.g. using a forged address), chain 
letters, pyramid schemes or other “nuisance” messages. 

 
6.4 Breaching a third party’s intellectual property rights, including but not limited to licences, copyright, 

trademarks or music piracy 
 
6.5 Corrupting or destroying either University or a third party’s data or information. It is against the law to 

destroy information required either for a Freedom of Information Act or a Data Protection Act request. 
 
6.6 Any activities that may be described as “hacking”. Hacking is defined here as the intent to cause, or 

actions committed knowing they are likely to cause, wrongful loss or damage or alteration to 
information residing on a computing resource or any action that attempts to gain unauthorised access 
to, or diminishes the value of, or reduces the utility of, or affects injuriously by any means an IT 
Resource. Hacking is further defined in the Definition of Terms. 

 
6.7 Deliberately wasting staff time or IT Resources (e.g. network bandwidth, processing power). Users shall 

take reasonable care not to disrupt the work of others and are prohibited from using the University’s 
IT Resources in a way that denies service to other Users or affects the image or reputation of the 
University 

 
6.8 Loading or reconfiguring any software or data on University computers provided for student use 

without permission from Digital Services or for computers provided by Colleges, Schools or 
Departments, the Designated Authority within that College, School or Department. Where software is 
identified that would assist your University studies, you may suggest loading that additional software 
by contacting the Digital Services’ Support Centre (helpdesk@bangor.ac.uk) where a decision will be 
made based on that software’s general applicability and affordability. 

 
6.9 Connecting or attempting to connect any device which extends the University’s network or computing 

services (e.g. connecting wireless access point(s), router(s), mini-switch(es), broadband line(s) etc.) 
without the express approval of Digital Services. Connection to the University’s wired network with 
personal devices (e.g. computer, phones etc.) is prohibited, but is permitted on the residential 
university network (wired, wireless, ResNet etc) subject to the other provisions of these regulations 
(e.g. the provisions in section 5.5). 

 
6.10 Using IT Resources for any private commercial use, including, but not limited to private/personal 

consultancy work except that approved under the University’s Consultancy Policy. 
 
6.11 Using IT Resources to enter into a legally binding contract unless expressly authorised to do so by the 

relevant Head of School & Dean of College, or Professional Services Head. 
 
6.12 Disposing of University IT equipment other than in line with the IT Equipment Re-use and Disposal 

Policy. 

mailto:helpdesk@bangor.ac.uk
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6.13 Users must not attempt to monitor the use of the IT Resources. This would include: 
 

●      Monitoring of network traffic; 
●      Network and/or device discovery; 
●      WiFi traffic capture; 
●  Installation of key-logging or screen-grabbing software that may affect other users; 
●      Attempting to access system logs or servers or network equipment. 

7. Monitoring and Privacy 
 
7.1  UK legislation and University regulations require the University to inform Users how it will protect the 

privacy of their communications and data. Users should be aware that some system administrators 
have access to system information, including, but not limited to: 

  
• event and usage logs,  
• network traffic,  
• data stored by Users using University IT resources (including files, emails, data in databases etc.),  
• CCTV image recordings (inc. bodycams) of persons and the university estate,  
• information stored by the university card access system (for entry to rooms e.g. student PC rooms) 

etc.  
 
7.2  The University reserves the right to monitor and/or record communications and data as it deems 

appropriate: 
 

• To establish the existence of facts to ascertain compliance with UK law or University regulations or 
procedures, 

• In the interests of national security, 
• To comply with lawful requests for information from government and law enforcement agencies, 
• To prevent or detect a crime, 
• To investigate or detect unauthorised use of systems, and, where necessary following the 

authorisation of the Head of Legal Services (or the University Secretary), report such unauthorised 
use to the police, 

• To secure, or as an inherent part of, effective system operation. 
 

Such monitoring shall be in accordance with relevant legislation as listed in Appendix 1. 
 
7.3 The University reserves the right to require the removal or amendment of personal information from 

its IT Resources. 
 
7.4 Where a User is unable to fulfil their duties at the University (e.g. on sick leave, long-term absence, 

maternity leave, holiday or if a user has left the University), the University reserves the right to access 
the User’s IT account (including email, data files etc.) in order to ensure continuity of the University’s 
day-to-day business to ensure its business needs are met. (See Section 8 below). 

 
7.5  Cyber Security - network traffic and data stored may be monitored for threats such as viruses, spam, 

phishing attacks, hostile and inappropriate activity etc. and may be modified to remove such threats. 
 
7.6 System Administrators may use information gained from monitoring (e.g. from event and usage logs) 

to ensure the normal operation of IT systems and services but may not exploit or release any personal, 
sensitive or confidential material to the University or to a third party without the authorisation of the 
Head of Legal Services and the receipt of appropriate paperwork. System Administrators should consult 
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the Director/Deputy Directors of Digital Services if in doubt. The Head of Legal Services will ensure that 
relevant legislation (e.g. Data Protection Act 2018) and procedures for release of personal, sensitive or 
confidential information are followed. Examples of such releases would be: 

 
• To comply with lawful requests for information from government and law enforcement agencies  
• In cases where there are grounds to believe that there has been a breach of University regulations, 
• Where access to University data is essential for operational reasons  

 
7.7 System administrators may copy User data or lock an account to preserve evidence until such time as 

approval for further investigation can be granted. 
 
8. Business Continuity Arrangements and Exit Procedures for Users’ IT Accounts and Resources  
 
8.1 The information contained in Users accounts (including data, documents, emails etc.) may be required 

in their absence in order to ensure continuity of the University’s day-to-day business and to ensure its 
business needs are met.  

 
8.2 Under normal circumstances Users who are expecting to be away from their duties/studies on a 

temporary basis, or those leaving their studies, leaving employment, or relinquishing their IT account 
should make arrangements in advance with their School/Department to ensure business continuity.  

 
8.3 Users should not divulge their password(s) to anyone, but should ensure relevant information from 

their University IT account is shared with other authorised users, for example, by storing required 
documents on MS-TEAMS with appropriately secured access, by giving access to other members of staff 
to their Blackboard resources, by forwarding relevant emails and / or by putting an email auto-reply on 
their email account to inform enquirers whom they should contact. 

 
8.4 When a member of staff leaves the employment of the University, or a student is no longer registered 

as a current student, or any other User leaves, the right to use the University’s IT Resources (including 
the use of the bangor.ac.uk email address) shall cease immediately, unless otherwise expressly agreed 
in writing by the Dean of College, Head of School or Director of Professional Service.  This permitted 
extension of the use of the IT Resources shall be for a set period of time after which the rights under 
this extension shall automatically cease. Normally user accounts will expire a short period after the 
leaving date recorded in the student records or human resources system. 

 
8.5 In exceptional circumstances where the University cannot ensure business continuity through the 

arrangements made above (e.g. an unexpected absence, the death of a User, where an account needs 
to be kept beyond its initial expiry date or the arrangements made prior to departure are not sufficient), 
the University reserves the right to access a User’s IT account. Such access will be managed in 
accordance with the University’s Policy on Institutional Access to Staff and Student IT Accounts and IT 
Equipment. 

 
8.6 All Users shall also ensure that before they leave the University that they return all University IT 

equipment (e.g. laptop or mobile device) to Digital services or to their College/School/Service in 
reasonable but working condition.  The receipt of such equipment shall be confirmed in writing. 

 
9. Disclaimer 
 
Bangor University makes no representations about the suitability of its IT Resources for any purpose. All 
warranties, terms and conditions with regard to this service, including all warranties, terms and conditions, 
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implied by statute or otherwise, of satisfactory quality, fitness for a particular purpose, and non-infringement 
are excluded to the fullest extent permitted by law. 
 
Bangor University shall not in any event be liable for any damages, costs or losses (including without limitation 
direct, indirect, consequential or otherwise) arising out of, or in any way connected with the use of the service, 
or with any delayed access to, or inability to use the service and whether arising in tort, contract, negligence, 
under statute or otherwise. Nothing in these terms excludes or limits liability for death or personal injury caused 
by the negligence of Bangor University in providing this service. 
 
10. Incident Reporting and Complaints  
 
10.1 All breaches or suspected breaches of the Acceptable Use Regulations should be reported immediately 

to Head of Legal Services  
 
10.2 It is important to report any breach as quickly as possible so as to minimise the potential damage to the 

University (including reputational), minimise distress to individuals and to reduce the risk of heavy fines 
which could potentially be significant for breaches of the Data Protection Act 2018. 

 
10.3  Under no circumstances should any person attempt to conceal a breach.  Such a breach could lead to 

disciplinary action and the Information Commissioner’s Office may also take corporate or individual 
action. 

 
10.4 The University also has a Public Interest Disclosure (Whistleblowing) Policy. This allows individuals who 

have concerns over another person’s actions such as security issues or misuse of information to raise 
such concerns in a structured and constructive manner.  

 
11. General 
 
11.1  The invalidity or unenforceability of any provision of this AUR shall not prejudice or affect the validity 

or enforceability of any other provision of this AUR. 
 

11.2  Other than by the University and the User, the parties to this AUR do not intend that any of its terms 
will be enforceable by virtue of the Contracts (Rights of Third Parties) Act 1999 by any person not a 
party to it.  

 
11.3  This AUR shall be construed in accordance with English and Welsh Law and the parties agree to 

submit to the exclusive jurisdiction of the English and Welsh Courts. 
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Appendix 1 
 
 
Legislation relevant to the use of IT Resources includes, but is not limited to:- 
 
 

• Obscene Publications Act 1959 and 1964 
 

• Protection of Children Act 1978 
 

• Police and Criminal Evidence Act 1984 
 

• Copyright, Designs and Patents Act 1988 
 

• Criminal Justice and Immigration Act 2008 
 

• Computer Misuse Act 1990 
 

• Human Rights Act 1998 
 

• Data Protection Act 2018 
 

• Regulation of Investigatory Powers Act 2000 
 

• Prevention of Terrorism Act 2005 
 

• Terrorism Act 2006 
 

• Counter-Terrorism and Security Act 2015 
 

• Police and Justice Act 2006 
 

• Freedom of Information Act 2000 
 

• Equality Act 2010  
 

• Privacy and Electronic Communications (EC Directive) Regulations 2003 (as amended) 
 

• Defamation Act 1996 and 2013 
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